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Regulatory compliance management

ENS - RGPD - 1SO 27001 - NIS 2 - DORA

GConsulting provides a global and detailed view of all aspects related
to the governance, risk and compliance of your company and presents
the most important information centrally.

Good practice standards

An ISO standard is a proven structure for the management and
continuous improvement of quality, respect for the environment, safety,
reliability, efficiency and interoperability in an organization.

AN International

ISO

Organization for
RS Standardization
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Tool of consulting support

Management Systems: Benefits for the company Aspects

. Clear and structured security management methodology.

. Guaranteed security based on process management instead of the systematic purchase of Organizational
products and technologies.

. Reduction of the risk of loss, theft or corruption of information. Legel

. Risks and their controls are continually reviewed.

. Trust of clients and strategic partners for quality assurance and commercial confidentiality.
. External audits cyclically help identify system weaknesses and areas for improvement.

. Integration of the various management systems (ISO 19600, ISO 27001, RGPD, ENS...).

. Continuity of operations.

. Compliance with current legislation.

. Company image at an international level and differentiating element from the competition.
. Reduce costs and improve processes and services.

. Provides confidence and clear rules to the organization's staff.

. Increases staff motivation and satisfaction.
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PDCA Model (Plan, Do, Check, Act)

Management Systems
Define the scope of the SG

Define SG policy
Risk analysis and management

Statement of Applicability

Plan

Tak ) q ) ) /—‘ Establish Mol | d |
ake preventive and corrective actions Act the SG mplement selected controls

Implement Implement the Management System
and
Operate Indicators and metrics

Implement the proposed improvements

Maintain and

. . Improv
Communicate improvements prove

Verify that the improvements meet their Monitor and Training and awareness
objective Review

Check

Establishment of records
Regularly review the SG

Internally audit the SG
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Implementation Difficulties

Consulting support

. Technical and organizational complexity of the standards.

. High volume of documentation and needs for specific documentary structures
. Advanced knowledge in multiple subjects is required

. There is no clearly established implementation model

. Specific requirements according to the reference standard (Ex: the RGPD or ENS requires the
_appllication) of a Risk Analysis and Management methodology that is complex and difficult to
Implement

. Complex record keeping
. Complex indicator management
. Excessive bureaucracy

. Need to automate Systems Management

NEED FOR A TOOL THAT GUIDES THE CONSULTANT AND

TO THE ORGANIZATION THROUGHOUT THE ENTIRE PROCESS
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Deployment Tool

Solucion integral

GConsulting provides a comprehensive solution for consultants and com’oanies when implementing
and managing a Management System, facilitating the difficulties previously explained.

GConsulting is a tool for the implementation and monitoring of the Complete Cycle of Management
Systems in which the following characteristics stand out:

 Implementation of standards.

® G-CONSULTING

* Document management. G
COMPLIANCE

* Risk Analysis.
* Integration with the environment
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Core Compliance Modules

Integrations

Assisted and Proactive Security Master Plan

Compliance Management Systems

(G. G-CONSULTING
COMPLIANCE

Information
National Security Security Industrial
RGPD Security Management Master Plan: Cyber
Scheme System NIS2, DORA
* X % g“‘%i‘%
“oeR ense, IS0 ﬁ‘ bﬂ 15A)
R o -~

27001

INTEGRATIONS
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Privacy Management System
GDPR and Integrated Tools

GConsulting GDPR Includes: x Tk

» Consultant and client management

 Document manager

» Systems Review Cycle

« Assistant in implementation of standards (RGPD and controls)

- Differential analysis (With respect to regulatory controls)

* Human Resources and Responsibilities

* Audit Module

» Project Manager (Control Implementation Plan and Risk
Treatment Plan)

Advanced project Inventory of Document
manager assets and manager
treatments
& &1 %

Alfresco

Specific modules of the Privacy Management System

« PIA (Plan Impact Assessment)

« Integration with PILAR Risk Analysis and Management

» Intelligent Risk Treatment Plan

« Associated documentation (clauses, contracts, treatments...)
»  Privacy controls to implement

« Tracking actions and metrics, alert system

Dashboards
(report server)

Help Desk or
Incident Manager

Governance, Risk
and Compliance
(GRC)

N
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N
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[ Ay

INTEGRATIONS
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Advanced Information Security Management
ISO 27001 and Integrated Tools

GConsulting ISMS includes: S
ISO.
» Consultant and client management 7001 Specific modules of the Information Security Management System
 Document manager
» Systems Review Cycle * Risk Analysis
« Assistant in implementation of standards (ISMS and controls) » Integration with PILAR Risk Analysis and Management
 Differential analysis (With respect to standard controls) » Intelligent Risk Treatment Plan
* Human Resources and Responsibilities «  Applicability Statement (1IS027002 Controls, CobIT)

* Audit Module
» Project Manager (Control Implementation Plan and Risk
Treatment Plan)

Advanced Automatic Governance, Help Desk SLA Log Server Authenti-
project and Document Risk and or Incident Management manage- Dash- cate CAS
manager manual manager Compliance Manager Monitoring ment boards Certificate
CMDB (GRC) reports
! tAR ,—“\ . e N
@ 1358 ng‘: @/lu‘qag 4 O0TRS  Nagios GWL S splunk: 2 e dni &2 CAS

INTEGRATIONS
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Adaptation to the entire National Security Scheme
ENS, ISMS and Integrated Management Tools

GConsulting ENS includes: er‘ls - Specific modules of the National Security Scheme
P JJ «  Systems Categorization (CCN-STIC Guide 803)
» Consultant and client management * PILAR Risk Analysis and Management Integration
«  Document manager + Intelligent Risk Treatment Plan
«  Systems Review Cycle +  Security Measures (CCN-STIC Guide 804)
«  Assistant in standards implementation (ISMS Associated with the +  ENS Adaptation Plan (CCN-STIC Guide 806)
ENS)
 Differential analysis (CCN-STIC Guide 808)
«  Human Resources and Responsibilities (CCN-STIC Guides 801 / 805) Information
«  Audit Module (CCN-STIC Guide 802 and CCN-STIC Guide 809) - Risk Analysis
«  Project Manager (Implementation Plan for Security Measures and the - Statement of Applicability (Annex Il Controls, CobIT)
Risk Treatment Plan) «  Risk Acceptance Level
Advanced Automatic Governance, Help Desk SLA Log Server Authenti-
project and Document Risk and or Incident Management manage- Dash- cate CAS
manager manual manager Compliance Manager Monitoring ment boards Certificate
CMDB (GRC) reports

5 &
- & DB MLAR \\
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Industrial Cybersecurity Management Systems

ISA 62443 y ICMS

GConsulting ICMS Includes:

|S) Specific modules of the Industrial Cybersecurity
» Consultant and client management -4 Management System
 Document manager
» Systems Review Cycle * Industrial Risk Analysis
« Assistant in standards implementation (SGCI, 62443-3-2) » Intelligent Risk Treatment Plan
 Differential analysis (With respect to all aspects of the standard) «  Applicability Statement (Controls 62443-3-3)

* Human Resources and Responsibilities
* Audit Module
« Project Manager (Standard Implementation Plan)

Help Desk or Incident Document manager Indicator management Dashboards (report
Manager server)

INTEGRATIONS

rAR)
MLAN
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General Description
G-Consulting

« Meeting place between consultants,
company, and work teams that are
related to Management Systems.

« Management via Web for access from
anywhere by any profile.

 Personalized portal according to the
access profile.

Authentication can be integrated with
Open Systems (CAS) or with User
Certificates such as DNle

dni & CAS
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nu!]RoéyS CCONSHET
Features
Regulatory Compliance Tool
« GDPR (Privacy Management Its document manager allows you to
System) adapt to any regulations

« ENS (National Security Scheme)

« SO 27001 Information Security
Management System)

« Analysis and Risk Management
according to MAGERIT

GCe
«  Security Master Plan (NIS2, DORA, S
O‘t h er S) Hello againt
« SO 62443:3-3 (Industrial
Cybersecurity)

aaaaaaa

«  Other Management Systems

LLLLLLLL
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Features

Differential Diagnosis

. Diagnosis of control by control situation against the domains of the standard under analysis.

. Evolutionary comparisons with respect to previous evaluations.

. Comparisons with respect to the sector.

. Generation of results reports

. Automated.

Difusion restringida externa

ENS diagnostic report in accordance
with the CCN-STIC 808 guide
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Features

Documentation of Management Systems

« Itincludes a pre-loaded Complete Management System for the standard under Analysis (SGP,
SGSI, ENS, SGC, etc.) validated by numerous successful implementations and certifications.

«  The documentation is edited and customized to the situation of the entity

- Editing and storage of all records, reports, minutes, non-conformities, etc. required by the standard
to implement and certify a management system.

Document manager

Home > Document manager > Documents

> m accounts
o a > m Actions Planner E] Search [ © New folder || & New document || * Upload file H B Upload zip || B Add templates
Easy implementation A— ' : : D : U
> m IsMs Policies
Of a M a n a g e m e nt B8 |SMS Procedures scﬁu Ac:mErne— Aq:%cr:; ‘_WEWS isMs Eﬂures Uﬂf‘E\der
System With pre—loaded B Untitled folder

documentation
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Features

Document Manager

« External procedures and documents (office automation, for example) can be incorporate
and incorporated into the management system.

« Itallows for orderly and coherent management of the documentation associated with the
Management System.

« Different roles and permissions for document approval flows.
« Version control.

Easily integrates with
more complex
documentation

management tools
(CMS)

mplement contr... mplement contr... mplement contr. mplement contr. mplementar co. implementar co.
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== Dashboard . Assets

Features = 1sMs ’ = Dependencies 'l__- Threat management '

Standards Implementation Assistant r; t o ¢ s groups ¢ Thres
. ° = Ewvaluation + Threat assessment
'I__. Evaluation and treatments >

. . . 2 Impact/Risk > i@ Evaluation and treatments - ]
« In this way, it is very easy for the S B Impact/Risk ’

«» Risk treatment

consultant and the client to follow the . . Accumulative impact

= Organizational structure > . .
Applicability statement

standard point by point and ensure R ’ . Accumulated risk
correct implementation in each of its o
phases PLAN-DO-CHECK-ACT + Projects

Metrics >

« Action Planner

©

«» Repercussion impact

« Passed-on risk

- |
il

% Own controls > « Summary table
Organizational structure -

Report Templates

« The interface is  personalized . Departmants

H . Settings £ Own controls o
according to  the  integrated I
Management System(s) that the & account management . Own controls

« Organization jobs
1]

Company haS = User Management . Threats

B Documentary profile + Procedures
A= Maetrics o

Catalogs >

E og « Own controls group
=« Definition of metrics
b, Catalog Controls >
. » Metrics Monitor

£ settings >
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Features

Human Resources and Responsibilities
Complies with the points required by the
. GConsulting is equipped with a Human Resources, Training, Segregation

powerful Human Resources manager, of Duties and Responsibilities standard.
required by any standard.

. This module allows:

«  Upload an organization chart, define
departments, positions and roles

« Assign roles and responsibilities to
staff, segregation of duties

«  Provide access and customization of
the management environment for
each profile.
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Features

Audit module

«  GConsulting allows you to plan audits of Management Systems and develop them in —
accordance with one or more standards simultaneously, allowing you to easily carry out
both internal and external audits.

- Finally, the audit report feeds the rest of the system so that it can be managed through a
cycle of continuous improvement as required by any Management Systems.

Complies with the points
required by the Audit
Planning and Monitoring
standard

Treatment activities
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Features

Risk Analysis and Management

. In standards and schemes that require a risk analysis, this module allows, following MAGERIT's qualitative

analysis:
1. Asset identification. Integrable with PILAR
2. |dentification of dependencies between assets. shares methodology
3. Valuation of the asset in each of its dimensions and categorization of Systems - and catalogs
4. Joint selection of threats that can affect each asset. | PILAR
5. Threatassessment. e
6. Determine cumulative impact/risk. i — R
7. Determine impacted impact/risk. e rom—
8. Preparation of the ENS Adaptation Plan : m I ppppppp . M I

157 High v /| Veryhigh ~  /  Despiable v £ Hgh v/ Lw v s very high
Despicavie Despicabie Despicatie Despica aspicatie
i o Despicabie Despicabl espicable
SOR1] Despacabie Despicable. Despicatic Despicani espicanie
[HW-CONC] i Despicable Despicabie Despicabl espicable
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Features

Risk Analysis and Management

Action plan Integrable with
project management

« Action plan associated with the implementation of the tools

standard

Tasks after deadline

. Acti)on plan for monitoring incidents (RGPD, Compliance, __
etc. "

Select an option

«  Action plan associated with non-conformities of reviews oo (o

Not started

Action Tracking

«  Automatic notifications to those responsible for actions.

2025.01-29

«  Automatic closing of actions from email oz wen  wmm

. Notification to the consultant of his clients' actions
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Assets, threats and risks report
Dashboards

Asset Evaluation =B Assets with/without 5] Assets by type =8 I y Degree of compliance = Threats by asset =2
threats - = 5.38%
[HW-CONE] PLE Hub a "
[HW-SCADAT] SCADA. ... 5] n < [TA0
Y PEOP] Cpeater P Dependencies map =
[EW-MONITOR] Manitor... .
[P-STADLER] STADLER '
ST - 0] Braveede Passenger Transportation
ST - 02] Praveedor 2
@ (U] Instaliations @ [F] Personal o 4 8 12 18
0 2 4 ] 2 10 @ Assets with threats ST @ [HW] Hardware
@ Assets without threats @ [INF] Information
@ [SP] Senices produet Seeall ]
[ Seeall @ [3W] Sofware @ [313] Sysiem
Implementation of 5| Maturity status of controls =B Top 5 Tasks not started after deadline 5] Tasks by status =3
controls =
Task Responsible Expected start date
] Infrmation security po . EE— 518%
A be » Implement control: Security policy.. Rafael Vidal Gonzalez 1740172025 A
o o of duties 4%
Fending: 28 [1] Physical sacusity por... EEE— Implement control: Periodic testing.. Fernando Petasne 06/12/2024
[2] Physical inpul conirols -
Implementar control: Identification (2... Rafael Vidal Gonzalez 13/01/2025
Implement control: Risk Management... Pedro Server 25/02/2025
Lt L2 L3 Le L5 L8
Implement control: Authorization enfor... Rafael Vidal Gonzalez 2171172024
See all Notstated  Inprogress  Complated
Risks according to acceptable B Top 5 Risks (Inherent vs Expected residual) B Top 5 Risks without applied countermeasures =
risk level = =
100 Asset Threat Repercussed Risk sk
80
60 ST - 02 Supplier 2 E.102 Non-compliance... 45 4.5
40
20 ST - 03 Supplier 3 DORADE Risks of di... 33 33
oo K o .\\ K 2 ST - 01 Supplier 1 A.28 Unavailabilityfrom... 3.1 31
& i & =
é}" \,-“{3 ST-01 Supplier 1 E.103 Lost con. 3.4 31
ST - 02 Supplier 2 A.5 Impersonation of ... 33 31
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Task status report (single entity)

Security Master Plan or equivalent

Total tasks Pending tasks

27 14

Responsible

Select an option...

Task Expected start date

¥ Risk treatment 3071072024
Implement controk Separate areas with access control 0. 30/10,/2024
Implement controk Malicious code protection (2.2) 21/1,2025
Implementar control: Identification (2.5 13/1/2025
Implementar control: & nt t(25) 29/1/2025
Implement controk Risk Management (2 41 25,/2/2025
Implzment controk Authorization enforce 21/11/2024
Implement controk Information systems security policies.  14/2/2025

Implement Control: Physical Input Contral

Implement contro and capabilities for monito

Implementar control: Human user identification and auth

erok Policies for information security {1.3)

Impleme

Difusion restringida externa

/2025

10/2/2025

Expiry

Qut of time

COut of time

Out of fil

COut of time

Qut of time

CQut of fi

COut of time

Tasks in progress
1

Task Type

Select an option...

Duration Expects

Completed tasks
12

State

Select an option...

Tasks after deadline
n

Tasks without
responsible party
3

Projects

Select an option...

High priority tasks
12

© add | © Delete | [ B Export ] [ © Change view

2
e e r—

a Rafael Vidal Gonzalez

10 D Manager, Operations Managemant with trains
13

7 238N

4 7/2/20

8 281720 D chief, Train Management with trains

10 2042720

8 192720

8 282720
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Features

Dashboard and Indicators

. This module allows the management of Metrics and Indicators according to the Management System.

. It allows you to incorporate information manually or automatically from any of the other modules or external tools (KPIs).
. It has an alert system for both the person in charge of a metric and the consultant if it exists.
. This module allows the parameterization of ependencies

Quality and Safety and/or performance

indicators based on incidents and events.

The selected asset depends on:

. The indicators are compared with the target

values to facilitate the Management System

Monitoring committees. SEe | EE = N .
. It generates a complete dashboard with a ey — . —

graphical environment, which allows the o oy s s

company to control its level of compliance with S

the indicators under analysis.
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10 reasons to use it

G-Consulting Compliance

Establishes a reference framework for the implementation and operation of Management
Systems in an easy and orderly manner.

Monitors and centralizes all information in an orderly and optimal way, facilitating the
location of reports, records and indicators.

It allows complex Management Systems to be managed in an agile and simple way,
integrating the different Management Systems in the company: SGP, SGC, SGSI, SGIDI.

It has a visual and intuitive web interface, which includes all the requirements of the
standards to operate Management Systems.

It is a development in constant evolution, which adapts and improves in its successive
versions to offer a more complete service to the consultant and the final company. It is
incorporated into a project financed by CDTI, IVACE, and with guarantees of long-term
continuity.
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10 reasons to use it

G-Consulting Compliance

G GConsulting allows you to keep a Management System constantly evolving and
updating.

a GConsulting allows each profile that intervenes in a Management System to have a
unique and personalized interface.

0 GConsulting allows a consultant or group of consultants to fully manage their client
portfolio in which they carry out their work in a simple and coordinated way, through a
management interface.
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10 reasons to use it

G-Consulting Compliance

lts modules have been evaluated by the INCIBE Security Technology Demonstration
Center with very favorable opinions and results compared to the market.

@ It is included as a Solution in the INCIBE Catalog of Business and ICT Security Solutions.

Tabla ¥ Resultade de las pruehas de usuario

Tabla 2: Resultados de las pruebas funcionales

L] L]
a L]
100% 7 7
0% 1 1 1 &
60% 7 ] H
40% -+ A 1a
0% 1 3 ¥
0% + 2 F
Contral de secaga  Gepbda dela Gaytidn dal Geitidn dala Gastidn de la Gaitidn dal ] T3
'l planificacign deipliague rificacidn o 0 0

sl n g GELndn Foamunedd  Wegracidn can Rendimidnm p Acislizsdoss fepang Fwoa

BRI @0 sdmaiscds predaca & BNz sacalanildad
musrchis

I P el g dxilo pOr calegaria el je de dntd glaba

i ol ——yalar madic el OF
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Cybersecurity area
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Information Protection

Firm commitment to own product

. We design and make available to the market a set of proprietary solutions that add value in different areas of management,
focusing on innovation as a principle of action in all areas of the Company's growth.

. SAFECLOUD is an information aggregator portal for the Security or Privacy Officer (CIO, DPO) of the organization that allows
governing and improving the protection of the organization's information

. Secure information storage and sharing configured on Microsoft Azure Information Protection.

Il
L]

Rafael Vidal
rafael.vidol@nunsys.com

R nunsys

= SAFECLOUD i ; | 8
== PROTECT YOUR COMPANY 0 718 42

Security breaches Labeled documents { Users tagging

Action alerts with sensitive data Document labeling

412

Total
97

@ Difusion restringida externa @ PUBLICA
Difusién restringida interna @ Confidencial

@ Datos RGPD @ Personalizada
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Semantic Security Solution

Firm commitment to own product

« SIRENA is a tool to provide your organization with extra capabilities for decision-making in the event of
anomalies and incidents.

«  We add business information to incidents to optimize incident response

g I R E NA Industrial/IT cybersecurity probe

Sequridad semantica

Self-study Detection in operations

Information
sources
business

A v

Modeling for each profile of l Translate the detected anomaly

each asset and activity into human language (and
detected technical specialist)

Alert assistant depending on the
model and profile chosen
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Own Product
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Own product

General catalog

SAP

A

SAP Concrete SothiS4/Farma SothiS4/Chem
Digitalizacion
© & L A
——
Smart Asset Focus BMS Smart Meat Netik360

Difusion restringida externa
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